Network Access
Gone Rogue
Roaming workstyles are the new norm. Workers are dispersed,
on the move and increasingly blending their work and personal
lives. Whilst the rise in cloud-based services like Office 365
has reduced the need for VPN access it has also resulted in
more users than ever accessing their business data from
mobile devices outside of the office, and traditional security
measures are falling short.

The Way We Work Has Changed

49%

82%

of the workforce
are mobile workers

have browsed the
internet without
logging into a VPN

74%

experienced
security issues
as a result of
off-network usage

Traditional approaches to security – firewalls, proxy
servers and anti-virus solutions – are simply not
enough to avoid off-network security issues.

Botnets / c2
Malware

Protect Here

HQ
NGFW
NETFLOW
PROXY
SANDBOX

AV

Malware

Internet

& Here?

MOBILE

AV

MOBILE

& Here?

& Here?
BRANCH

& Here?

ROUTER/UTM

BRANCH
ROUTER/UTM

Why Not
Protect Here
Reduce security alerts by 2-10X by
adding Umbrella as the first layer of
defence in your security stack, which
will block garden-variety threats
that add noise as well as advanced
threats that no one else sees.

The Value Delivered
By Cisco Umbrella
1. Secure Without Downtime
68% of breaches take months or longer
to discover

Umbrella maintains 100% uptime, so
you can constantly protect users and
guests from malware, ransomware
and C2 callbacks.

3. Go Off The Grid

22% of corporate traffic will bypass
perimeter security by 2021
Umbrella offers an added layer
of cloud-delivered protections for
all users, both on and off the
corporate network, meaning that
workers using their mobiles or
tablets are protected as well.

5. Manage From One Place
68% of users selected Umbrella because
of its simple management capabilities

2. Get A Better Lookout

By 2020, 1/3 of successful
enterprise attacks will occur via
shadow IT resources

With Umbrella, you get
additional visibility into all
internet activity to protect across
all locations and all users.

4. Fortify In Minutes

71% of respondents reduced
remediation time by 50% or more
Umbrella helps you provide
powerful, effective security
across the network without the
usual operational complexity, and
automatically identifies attacks
before they happen.

You can apply Umbrella policies
directly in the dashboard, so you
can be on the lookout from
anywhere in the world.

Enterprise-Grade Security
for Any Business
At amatis we see Cisco Umbrella as a way that our customers can costeffectively deploy Enterprise-Grade Security that protects both their corporate
network and their end-users regardless of their location and means of
connection.
As a Cisco partner, we can provide you with the Cisco Umbrella solution as
either an integral part of your connectivity services from amatis or as a standalone service.

If you would like to find out more and explore the
options available to you, please give the amatis
networks team a call on 0118 321 9944 or
visit our website www.amatisnetworks.com

